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1. Purpose and scope
This Business Continuity Plan sets out how Kings Academy Trust will respond to, manage and recover from disruption affecting one or more Trust schools, central services, critical suppliers, premises, ICT systems or core operations.
The plan applies to all Kings Academy Trust schools, central team functions, trustees, local governors, employees, contractors and any third party supporting critical Trust operations. It is designed to support rapid decision-making, pupil and staff safety, safeguarding continuity, legal and regulatory compliance, and the restoration of education provision.
The plan is not intended to replace local emergency procedures such as fire evacuation, lockdown, first aid, safeguarding procedures or site-specific emergency plans. Those procedures remain the first-line response and should be activated immediately where relevant.
Pupil, staff and visitor safety is the first priority.
Safeguarding, child protection, medical care and SEND support must continue as far as reasonably practicable.
Critical Trust functions must be restored in a controlled order based on risk, statutory duty and educational impact.
Communication must be timely, factual, coordinated and authorised.
Recovery decisions must be recorded, reviewed and tested.
2. Definitions and incident levels
It is neither practical nor useful to write a separate plan for every possible scenario. The Trust will assess disruption by impact, urgency and the ability of normal procedures to manage the event.
	Level
	Description
	Examples
	Response

	Minor incident
	A local disruption that can be managed by the school using normal procedures.
	Short utility outage, minor building defect, localised staffing issue.
	Headteacher manages locally and informs the central team if there is potential escalation.

	Major incident
	A serious event causing significant disruption, injury risk, safeguarding risk, loss of access, loss of critical systems or reputational impact.
	Fire, flood, structural failure, prolonged power outage, serious transport incident, significant staff absence, confirmed cyber incident.
	School Incident Management Team activated. CEO and COO notified immediately.

	Trust crisis
	An event affecting multiple schools, central services, Trust reputation, legal compliance, safeguarding continuity, finance, payroll or future operation of the Trust.
	Major cyber incident, multi-site closure, serious safeguarding/systemic incident, severe weather across sites, pandemic-level disruption, major media event.
	Crisis Management Team activated by CEO, Chair of Trust Board or nominated deputy.


For the purpose of this plan, a disaster is a major incident or crisis where normal operating conditions are unlikely to be restored within 24 hours, or where immediate Trust-level coordination is required.
3. Business continuity principles
Protect life, welfare and safeguarding before property, finance or reputation.
Use local emergency procedures first, then escalate where the impact exceeds normal school capacity.
Maintain education provision where safe, including temporary relocation, remote learning or partial opening where appropriate.
Preserve accurate records of decisions, actions, expenditure, communications and advice received.
Ensure equality, SEND, medical and vulnerable pupil needs are explicitly considered in every response.
Maintain central oversight of risk, media, stakeholder communication, finance, insurance and regulatory reporting.
Review and learn from every activation, exercise and near miss.
4. Governance and activation
The Trust Board retains overall responsibility for ensuring that appropriate risk management, contingency and business continuity arrangements are in place. Operational accountability sits with the CEO, supported by the COO / Estates Manager, CFO, school leaders and relevant central team leads.
	Trigger
	Who may activate
	Immediate notification

	School-level major incident
	Headteacher or nominated deputy
	CEO, COO, central team, Chair of Local Governing Board as appropriate

	Estates or premises incident
	Headteacher, COO / Estates Manager, CEO
	CEO, COO, site team, insurers/RPA, contractors, local authority/emergency services as required

	ICT, cyber or data incident
	CEO, COO, IT lead/provider, Data Protection Officer
	CEO, COO, DPO, Chair of Trust Board, insurer/RPA, NCSC/Action Fraud/ICO as required

	Trust crisis
	CEO, Chair of Trust Board or nominated deputy
	Trustees, affected schools, central team, regulators and external agencies as required


Activation does not require certainty. If there is reasonable concern that an incident may seriously affect safety, safeguarding, education provision, statutory compliance, finance, ICT availability or reputation, the plan should be activated early and scaled down later if appropriate.
5. Roles and responsibilities
	Role
	Core responsibilities

	Trust Board
	Provides strategic oversight, ensures risk management and business continuity arrangements are in place, receives post-incident reports and approves material changes.

	Chair of Trust Board
	Supports the CEO during a Trust crisis, liaises with trustees, and approves strategic communications where required.

	CEO
	Leads the Trust response, declares a Trust crisis, chairs the Crisis Management Team and authorises strategic decisions affecting operations, reputation and regulatory engagement.

	COO / Estates Manager
	Coordinates premises, health and safety, contractors, site recovery, temporary accommodation, compliance records and estates-related insurance/RPA information.

	CFO
	Maintains finance continuity, supplier payments, payroll oversight, emergency procurement, financial records and insurance/RPA claim information.

	Headteacher 
	Leads school-level response, activates local procedures, accounts for pupils and staff, maintains safeguarding and SEND arrangements, and provides situation reports to the CEO/COO.

	Designated Safeguarding Lead
	Maintains safeguarding oversight, vulnerable pupil contact, statutory referrals, welfare checks, information sharing and records during disruption.

	IT Lead / IT Provider
	Leads technical response to ICT failure or cyber incident, manages backup restoration, account security, communication with providers and evidence preservation.

	Data Protection Officer
	Advises on personal data incidents, breach assessment, ICO reporting, records of processing and communication with affected individuals where required.

	Communications Lead / nominated senior leader
	Coordinates parent, staff, governor, trustee, media and stakeholder communication using approved messages and channels.

	All staff
	Follow emergency instructions, account for pupils, maintain professional communication, support continuity activity and remain contactable during normal working hours if sent home.


5.1 Incident Management Team
The school Incident Management Team is led by the Headteacher or nominated deputy. Membership should include the DSL, site manager/facilities representative, office/business manager, first aid/medical lead, SEND lead and any other staff required by the incident.
5.2 Crisis Management Team
The Trust Crisis Management Team is led by the CEO or nominated deputy. Membership should be proportionate to the incident and normally include the CEO, COO / Estates Manager, CFO, affected Headteachers, IT lead/provider, DPO, communications lead and Chair of Trust Board or trustee representative.
6. Critical activities and recovery priorities
Each school and central team must maintain a critical activity assessment. The table below sets the Trust-level minimum recovery expectations. Site-specific plans may set more detailed arrangements.
	Critical activity
	Recovery priority
	Minimum requirements

	Safeguarding and child protection
	Immediate
	DSL access to records, referral routes, vulnerable pupil contact, emergency contact details, staff availability

	Pupil and staff safety/accountability
	Immediate
	Registers, evacuation/lockdown procedures, first aid, medical information, emergency services liaison

	Communication with parents/carers and staff
	Within 1 hour of verified information
	Parent communication platform, website, email, phone cascade, approved messages

	Education provision
	Same day initial decision; restoration within 24-72 hours where safe
	Available accommodation, staffing, remote learning, transport, SEND support

	SEND and medical support
	Immediate triage; ongoing daily review
	EHCP needs, medication, care plans, specialist spaces/equipment, transport and staffing

	ICT access and MIS
	Critical access within 24 hours where possible
	Cloud systems, backups, identity/access controls, IT support, cyber response

	Payroll, banking and supplier payments
	Within normal payroll/payment deadlines
	Finance system access, bank authorisation, emergency procurement routes

	Premises compliance and statutory inspections
	Risk assessed immediately; restored as soon as practicable
	Fire, asbestos, legionella, electrical, gas, security, lifts and statutory records

	Governance, records and statutory reporting
	Within statutory timescales
	Board reporting, DfE/ESFA, HSE/RIDDOR, ICO, insurers/RPA, local authority as relevant


7. Incident response process
7.1 First 0-30 minutes
Protect life and safety; call 999 where required.
Activate fire, lockdown, evacuation, invacuation, first aid or safeguarding procedures as appropriate.
Account for pupils, staff and visitors.
Preserve evidence where safe to do so, particularly for cyber, security, accident or safeguarding incidents.
Notify the Headteacher and begin an incident log.
7.2 First 30-60 minutes
Assess incident level using Appendix B.
Notify CEO and COO where the incident is major, premises-related, ICT-related, safeguarding-related or likely to attract media/parent attention.
Agree initial communications and holding statements.
Identify immediate support needed from central team, emergency services, local authority, contractors, IT provider or insurers/RPA.
7.3 First 1-4 hours
Establish Incident Management Team or Crisis Management Team.
Confirm operational status: open, partial opening, closure, relocation, remote learning or other arrangement.
Set meeting rhythm and situation reporting frequency.
Record key decisions, expenditure approvals, external advice and actions.
Confirm welfare arrangements for pupils, staff and vulnerable groups.
7.4 First 24 hours
Agree recovery objectives and timescales.
Confirm continuity arrangements for education, safeguarding, SEND, staffing, ICT, finance and communications.
Update trustees, governors, staff, parents/carers and external agencies as required.
Review risks of reopening or continued closure.
Set date/time for next formal review.
8. Communication plan
All communication must be accurate, timely, proportionate and authorised. Speculation should be avoided. Staff should not post incident-related information on personal social media or respond to media enquiries unless authorised.
	Audience
	Lead
	Channels
	Minimum content

	Pupils
	Headteacher / nominated senior leader
	Assemblies, class briefings, staff briefings, remote learning platform
	Clear safety instructions, welfare support, learning arrangements

	Parents/carers
	Headteacher with CEO/communications approval for major incidents
	Text/email platform, website, phone, social media where appropriate
	What has happened, immediate impact, pupil safety, next steps, contact route, next update time

	Staff
	Headteacher / CEO depending on level
	Email, Teams, phone cascade, staff briefing
	Reporting arrangements, work location, safeguarding duties, pupil supervision, communication controls

	Trustees/governors
	CEO / governance lead
	Email, phone, emergency meeting
	Incident level, impact, decisions required, risk, communications and recovery plan

	Media/public
	CEO or nominated communications lead
	Approved statement only
	Short factual statement, no personal data, safeguarding-sensitive or speculative detail

	External agencies
	Relevant lead
	Phone/email/secure reporting portals
	Statutory or operational information only


9. Site-level continuity requirements
Each academy must maintain a site-specific Business Continuity and Emergency Management file, held securely both electronically and in hard copy. It must be accessible to the Headteacher, nominated deputies, site team and central team.
Emergency contact list for senior leaders, site team, central team, local authority, contractors, utilities, insurers/RPA and emergency services liaison routes.
Current staff, pupil, medical, SEND and vulnerable pupil contact arrangements, stored securely and accessible during ICT disruption.
Fire evacuation, lockdown, invacuation, bomb threat, severe weather and off-site evacuation procedures.
Site plans, key shut-off locations, asbestos register access, fire risk assessment, statutory compliance records and utility information.
Local arrangements for temporary accommodation, partial closure, remote learning, transport and catering continuity.
Annual call cascade test and at least one business continuity table-top exercise per year.
10. Estates, premises and temporary accommodation
The COO / Estates Manager will coordinate estates recovery with the affected school, site team, contractors, insurers/RPA and relevant statutory bodies. No building or area should be reoccupied until it has been confirmed safe by a competent person.
	Scenario
	Immediate actions
	Recovery considerations

	Loss of whole or part of building
	Evacuate or restrict access; account for pupils/staff; isolate hazards; notify CEO/COO; contact emergency services/contractors.
	Temporary accommodation, phased reopening, transport, catering, safeguarding, SEND spaces, insurance/RPA claim, capital works.

	Utility failure
	Assess safety and welfare impact; contact utility provider; consider closure/partial closure; protect vulnerable pupils and temperature-sensitive areas.
	Generators, alternative heating/water, catering impact, hygiene, legionella controls after restoration.

	Fire/flood/structural damage
	Secure area; obtain professional advice; preserve evidence; notify insurers/RPA; restrict access.
	Remediation, statutory compliance checks, asbestos implications, fire alarm/security restoration, cleaning and reinstatement.

	Severe weather
	Assess travel, site access, heating, staff levels and pupil transport; communicate early.
	Remote learning, partial opening, gritting, site clearance, vulnerable family contact.


11. ICT, cyber and data continuity
ICT and cyber resilience is a critical business continuity risk. The Trust must maintain ICT disaster recovery arrangements covering loss of connectivity, cloud service outage, MIS failure, hardware failure, cyber attack, ransomware, account compromise and data breach.
Maintain an ICT asset register, network diagrams, supplier contacts, administrator access controls and secure break-glass arrangements.
Maintain tested backups, including appropriate offline or immutable backup arrangements for critical systems and data.
Conduct a cyber risk assessment annually and review it at least termly.
Maintain a cyber incident response plan, including isolation of affected systems, evidence preservation, communication controls and reporting routes.
Ensure staff and governors/trustees with system access complete appropriate cyber awareness training annually.
Report cyber crime or attacks through the appropriate national and insurance/RPA routes; assess any personal data breach with the DPO and report to the ICO where legally required.
Ensure filtering and monitoring, safeguarding systems and pupil safety controls are restored or risk assessed before digital learning is resumed.
	ICT priority
	Target approach

	Safeguarding records and communication
	Restore secure access immediately or use agreed manual fallback process.

	MIS/registers/emergency contacts
	Maintain cloud/offline contingency access for essential pupil and staff information.

	Email and collaboration tools
	Use alternative communication routes if email is compromised or unavailable.

	Finance/payroll systems
	Prioritise around payroll and payment deadlines; maintain emergency payment authority arrangements.

	Teaching and learning platforms
	Restore after safety, safeguarding, identity and filtering risks have been assessed.


12. People, welfare and safeguarding
Disruption must be managed with explicit consideration of safeguarding, vulnerable pupils, pupils with SEND, pupils with medical needs, staff welfare and equality duties.
DSL capacity must be confirmed at the start of any incident and throughout the recovery period.
Vulnerable pupils, looked-after children, pupils with social workers, pupils with EHCPs and pupils with significant medical needs must be reviewed and contacted where appropriate.
Staff absence, trauma, workload, lone working, site safety and wellbeing must be considered before reopening or changing provision.
Where remote learning or relocation is used, safeguarding, attendance, filtering/monitoring and accessibility arrangements must be reviewed.
Any death, serious injury, safeguarding allegation or traumatic event must trigger appropriate external support, communication control and post-incident welfare support.
13. Finance, suppliers and records
Emergency expenditure must be authorised in line with the Trust scheme of delegation wherever practicable. Where urgent safety decisions are required, retrospective approval and full documentation must be completed as soon as possible.
The CFO must ensure continuity of payroll, supplier payments, procurement records, insurance/RPA information and financial controls.
Critical suppliers must be identified and contact details held centrally and locally, including IT, catering, cleaning, transport, utilities, fire/security, M&E, asbestos, building contractors and professional consultants.
Incident records must be retained securely, including logs, photographs, risk assessments, communications, invoices, advice received and decisions made.
Insurance/RPA notification requirements must be checked early for any premises, liability, business interruption, cyber or other claim-related matter.
14. Recovery, debrief and lessons learned
Recovery is the managed transition from emergency response back to stable operation. The CMT or IMT should agree clear recovery objectives, responsible leads and target dates.
Confirm the school or service is safe and legally compliant to reopen or resume.
Restore critical activities in priority order.
Communicate confirmed arrangements to staff, parents/carers, pupils, trustees/governors and external agencies.
Close down temporary arrangements only when replacement controls are in place.
Complete a debrief within 10 working days of stabilisation.
Update this plan, site plans, risk registers, training and procurement arrangements based on lessons learned.


15. Training, exercising and review
	Activity
	Minimum frequency
	Owner

	Trust BCP review
	Annually and after any major incident or exercise
	COO / CEO / Trust Board

	School site BCP review
	Annually and after any significant site, staffing or operational change
	Headteacher / Business Manager / Site Lead

	Emergency contact and call cascade test
	Annually minimum; recommended termly check of key contacts
	Headteacher / Central Team

	Table-top exercise
	Annually at Trust or school level
	CEO/COO / Headteacher

	Cyber risk review
	Annually with termly review
	IT Lead / COO / CEO

	Backup restore test
	At least annually and after major ICT change
	IT Lead / IT Provider

	Staff awareness briefing
	Annually and during induction
	Headteacher

	Post-incident debrief
	Within 10 working days of stabilisation
	Incident lead


16. Associated documents
Academy site-specific Business Continuity Plans and Emergency Management Instructions.
Fire evacuation procedures, fire risk assessments and Personal Emergency Evacuation Plans.
Lockdown, invacuation and security procedures.
Safeguarding and Child Protection Policy.
Health and Safety Policy and risk assessment procedures.
Critical Incident Policy, Educational Visits Policy and school trip risk assessments.
Risk Management Policy and Trust Risk Register.
Data Protection Policy, records retention schedule and cyber incident response plan.
ICT disaster recovery plan and backup schedule.
Critical supplier contracts and service level agreements.
RPA/insurance documentation and claim notification procedures.


Appendix A - Incident log template
	Date/time
	Action/decision
	Lead
	Rationale/advice received
	Follow-up required

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Appendix B - Initial incident assessment
	Question
	Assessment / notes

	What has happened and where?
	

	Is there immediate risk to life, safety, safeguarding or welfare?
	

	Are pupils, staff and visitors accounted for?
	

	Which critical activities are affected?
	

	Is the site safe to occupy?
	

	Is ICT, MIS, email or telephony affected?
	

	Is personal data involved?
	

	Could this attract parent, media, regulator or public concern?
	

	What decisions are required in the next 30 minutes?
	

	Incident level: minor / major / Trust crisis
	


Appendix C - Critical activity recovery table
	Activity
	Owner
	Maximum tolerable disruption
	Manual workaround
	Resources required
	Status

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Appendix D - Communications checklist
Confirm facts before issuing communication.
Agree lead spokesperson and approval route.
Avoid naming individuals unless authorised and necessary.
Avoid speculation, blame or technical detail that could compromise security.
State whether pupils are safe, what parents/carers need to do, and when the next update will be issued.
Use accessible language and consider translation or alternative formats where needed.
Keep a copy of every message issued.
Appendix E - Emergency contact register template
Detailed personal contact numbers should be held securely in the controlled emergency contact register rather than widely circulated in the main policy document.
	Name/organisation
	Role/service
	Primary contact
	Out-of-hours contact
	Email/notes

	Amanda Nicholson
	CEO
	Held securely by SLT / central team
	Held securely
	anicholson@kingsacademytrust.co.uk

	David Donnelly
	COO / Estates Manager
	Held securely by SLT / central team
	Held securely
	ddonnelly@kingsacademytrust.co.uk

	Laurence Cooper
	Chair of Trust Board
	Held securely by SLT / central team
	Held securely
	laurencejesse@hotmail.com

	
	Emergency services
	999
	999
	

	
	IT provider / cyber support
	Held securely by SLT / central team
	Held securely
	support@edac-solutions.co.uk

	
	RPA / insurer contact
	
	
	


Appendix F - References and external guidance
Department for Education (2025) Academy Trust Handbook 2025: requirement that risk management includes contingency and business continuity planning.
Department for Education (2023, updated guidance) Emergency planning and response for education, childcare and children’s social care settings.
Department for Education (2022 onward) Meeting digital and technology standards in schools and colleges, including cyber security, filtering and monitoring, digital leadership and governance, and IT support standards.
Department for Education (2021 onward) Academy trust risk management guidance.
Department for Education / Buying for Schools (2024) Cyber security for schools and Risk Protection Arrangement guidance.
UK Government Cyber Security Breaches Survey 2025/2026: education institutions findings.
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